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@ digital

® Niskie zuzycle energil

® Niskie opdznienia, szybkie transakcje

® Podobny zasieqg jak w klasycznym Bluetooth
® Mechanizm rozgtaszania

® AES-128, CRC

® Asynchroniczna architektura client/server



Nomenklatura

Master Slave
(central) (peripheral)




@ digital Sy
Serwisy | charakterystyki

@ Service 003766EA-788A-4B5B-BCER-40ABGF7DOBES5

‘ Characteristic  71E4C678-74BC-4C74-95C1-8F9A3ACAS088
@ Characteristic  71E4C678-74BC-4C74-95C1-8FIABACAS089
@ Characteristic  71E4C678-74BC-4C74-95C1-8FOAZACAS08A

@ Characteristic  71E4C678-74BC-4C74-95C1-8F9A3ACAS08B
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Nagtowek rozgroszeniowy

Payload data

2-39 bytes



Urzgdzenia mobilne wspierajgce BLE

1I0S Android (4.3+) Windows Phone 8

- Samsung Galaxy 3, Nokia Lumia 520, 620,
‘Galaxy 4, Note 2, Note 3. 720, 625, 1320, 1520

......................................................................................................................................................................................................................

IPhone 4S | nowsze

IPad 3 1 nowsze, w tym LG Nexus 4, Nexus 5,
IPad Mini Optimus G, G2

......................................................................................................................................................................................................................

HTC One, Desire 300,
500, 601, Butterfly S

......................................................................................................................................................................................................................
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Nagtowek rozgtroszeniowy IBeacon

IBeacon Prefix Proximity ID Major Minor

0201 TATAFF4C 000215 A7 C4 C5FA A8 DD 4B A1 B9 A8 A2 40 58 4F 02 D3 00 01

03 E8 C7
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| Stop Scanning || Connect

' Device 'uuID
estimote
estimote

estimote

RSSI
-84
-90
-84

Window

¥ Generic Access (0x1800)

Device Name (0x2A00)

Appearance (0x2A01)
Peripheral Preferred Conne...

¥ Generic Attribute (0x1801)

»U
»U
»U

Advertising Data

Local Name : estimote

@00

Value

Value
Value
Value

® 0 Q ik gk Gk i W

Start Refresh Find Analyze

Info

Decoders Priorities Clear

Untitled

NN
Mobile
Trends
Conference

Hardware 10 Tools

rRSSI LQ
0 0 0.0%

Bluetooth St
! R H EDR RSSI
11-FA-D3 M | 8

TxP
0.0%

H Statistics

E(jt_i,ONS: §uccessful Connections

L

Service Data : { >

"Device Information" = <9f59140f

CBCentralManager state : Powered On

*kCBMsgArgServiceEndHandle" => <int64?
kCBMsgArgl x7fe3d

2014-01-09 13:06:02 +0000 Handle: 0x40 disconnected,
estimote disconnected

\\!w Show on errors
|_| Copy to /tmp

4 Warnings ' Enabled
2 Errors

[g Decode Packets

Type

HCI EVENT
HCI COMMAND
NOTE

HCI EVENT
HCI COMMAND
NOTE

HCI EVENT
HCI COMMAND
NOTE

HCI EVENT
HCI COMMAND
NOTE

HCI EVENT
HCI COMMAND
NOTE

HCI EVENT
HCI EVENT

Handle Decoded Packet

0x0040

P Disconnection Complete - Other End Terminated Connection: User

1121 total {0 Err / 602 HCI / 118 ACL / 0 SCO / 288 Misc)

Ended Connection (0x13) Connection Handle: 0x0040

) [OC3F)] Set AFH Host Channel Classification - Channel Map: OxFF FF FF FF FF FF 00 00 00 7E

[OxE£££££8061499000)

[I0OBluetoothHCIRequest)

P [0C3F) Command Complete - Set AFH Host Channel Classification
P [1003] Read Local Supported Features
[OxEf£££££f8061499000) [IOB]

P (1003) Command Complete - Read Local Supported Features

P [2014) LE Set Host Channel Classification - Channel Map: Ox1000FFFFFF

P [2014) Command Complete - LE Set

P [200C] LE Set Scan Enable - 0x00

[OxE£££££8061499000)

P [200C) Command Complete - LE Set

[IOBluetoot

P [200C] LE Set Scan Enable - 0x01

[OxEE£E££££fB806149

P [200C) Command Complete - LE Set

[IOBluetoot

FhEO
yehH

hHCIRequest][Start)

Host Channel Classification

Scan Enable)

Scan Enable

Scan Enable

WLE Meta Event - LE Advertising Report - F4:A2:0F:F4:59:9F

LE Meta Event - LE Advertising Report — F4:A2:0F:F4:C

Parameter Length: 42

(0x2A)

LE Advertising Report

Num Reports:

Event Type:

Address_ Type:

Peer

Address:

Length Data:

Flags:

0x06

Random Device Address

0X01

F4:A2:0F:F4:59:9F

O0X1E

Manufacturer Specific Data: --

Data:
RSSI:

p 00000000:

P LE
P LE
P LE
P LE
P LE Meta

Meta
Meta
Meta
Meta

Event -
Event -
Event -
Event

Event

02 01 06 1A FF
85 dBm
3e2a 0201 0001 9£59 f40f a2f4

LE
LE

Advertising
Advertising
Advertising
Advertising

Advertising

4C 00 02 15 B9

Report
Report
Report
Report
Report

40 7F 30 PS5 F8

Connectable undirected advertising (ADV_IND)

46 6E AF 5 5& : ( 4 B6 ((null))
1le02 0106
:A2:0F:F4:
:38:4C:B6:
:41:B2:1C:
:1C:
:B6:
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Bluetooth sniffer od Texas Instruments
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@ digital S
I0S jako Master

[[CBCentralManager alloc] initWithDelegate:self queue:nil options:nill;

— (void)centralManagerDidUpdateState: (CBCentralManager *x)central
{

if (central.state == CBCentralManagerStatePoweredOn)

{

[central scanForPeripheralsWithServices:nil options:nil];
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I0S jako Master

— (void)centralManager: (CBCentralManager x)central didDiscoverPeripheral:
(CBPeripheral x)peripheral advertisementData: (NSDictionary
x)advertisementData RSSI: (NSNumber sx)RSSI

{
NSLog (@"Name: %@, ID: %@, RSSI %@",
peripheral.name, peripheral.identifier, RSSI);
[peripheral setDelegate:self];
[central connectPeripheral:peripheral options:nil];
}

— (void)centralManager: (CBCentralManager x)central didConnectPeripheral:
(CBPeripheral x)peripheral
{

[peripheral discoverServices:nil];
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I0S jako Slave

[ [CBPeripheralManager alloc] initWithDelegate:self queue:nil
options:nil];

— (void)peripheralManagerDidUpdateState: (CBPeripheralManager x)peripheral
{

if (peripheral.state == CBPeripheralManagerStatePoweredOn)

{
[self setupPeripherall;
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I0S jako Slave

CBUUID *characteristicID = [CBUUID UUIDWithString:@"B371318F-
E23D-4F18-8C6C-0BCB479C26F2" ];

NSUInteger value = Oxff;
NSData xpayload = [NSData dataWithBytes:&value length:sizeof(value)];

CBMutableCharacteristic *getValueCharachteristic
[ [CBMutableCharacteristic alloc] initWithType:characteristicID
properties:CBCharacteristicPropertyRead value:payload
permissions:CBAttributePermissionsReadable];
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I0S jako Slave

CBUUID xserviceUUID = [CBUUID UUIDWithString:@"'"5729122B-4528-4033-8353-
EOFE1IDCEBCO7" ];

CBMutableService xmyService = [[CBMutableService alloc]
initWithType:serviceUUID primary:YES];

myService.characteristics = @[getValueCharachteristicl];

[myPeripheralManager addService:myService];

[myPeripheralManager
startAdvertising:@{CBAdvertisementDataServiceUUIDsKey :
@[myService.UUID], CBAdvertisementDatalLocalNameKey : @"iPhone BLE"}];
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Beacon z IPhone'a

NSUUID sproximityUUID = [[NSUUID alloc]
initWithUUIDString:@"A7C4C5FA-A8DD-4BA1-B9A8-A240584F02D3" ];

CLBeaconRegion *xregion = [[CLBeaconRegion alloc]
initWithProximityUUID:proximityUUID

major:0x00ff minor:0x1234 identifier:@"pl.kissdigital.beacon"];

NSDictionary xproximityData = [region
peripheralDataWithMeasuredPower:nil];

[peripheralManager startAdvertising:proximityDatal;
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Android jako Master

<uses—permission android:name="android.permission.BLUETOOTH" />
<uses—-permission android:name="android.permission.BLUETOOTH_ADMIN" />

<uses—-feature android:name="android.hardware.bluetooth_le"
android:required="false"/>

if(!getPackageManager().hasSystemFeature(PackageManager.FEATURE_BLUETOOTH_LE))
finish():



bluetoothManager = (BluetoothManager)
getSystemService(Context.BLUETOOTH_SERVICE);
mBluetoothAdapter = bluetoothManager.getAdapter();

mBluetoothAdapter.startLeScan(MainActivity.this);

|
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Android jako Master
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Android jako Master

public void onLeScan(BluetoothDevice device, int rssi, bytel] scanRecord)

{

if (device.getName().equalsIgnoreCase(,kiss.tempsensor”))

{
BluetoothGatt gatt =

device.connectGatt(getApplicationContext(),
true, bluetoothGattCallback);
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Android jako Master

public void onConnectionStateChange(BluetoothGatt gatt, int status, int
newState)

{
if (newState == BluetoothProfile.STATE CONNECTED)
{
mBluetoothGatt.discoverServices():
¥
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Android jako Master

public void onServicesDiscovered(BluetoothGatt gatt, int status)

{
if (status == BluetoothGatt.GATT SUCCESS)

{
List<BluetoothGattService> services = gatt.getServices();
for(BluetoothGattService service : services)
{
for (BluetoothGattCharacteristic characteristic :
service.getCharacteristics())
{
I3
s
s



@ digital Sy
Podtgczenie bez skanowania

BluetoothDevice device =
bluetoothAdapter.getRemoteDevice("F7:41:B2:1C:BD:6C");

BluetoothGatt gatt =

device.connectGatt(getApplicationContext(),
true, bluetoothGattCallback);
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Typowe problemy

® /awieszanie sie modutu BLE

® Dtugi czas podtgczania

® Btgd 133777

® /apisywanie danych do charakterystyk

® Wyszukiwanie urzgdzen po UUID
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Ta strona jest celowo pusta
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" adam.kubiczek@kissdigital.pl
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Aktualne i petne specyfikacje Bluetooth

https://www.bluetooth.org/en-us/specification/adopted-specifications

Fajne, 8 stronicowe streszczenie opisu technologii BLE
http://www.nordicsemi.com/eng/content/download/3045/40678/version/1/file/Bluetooth_le_technology_backgrounder_4.pdf

Producent modutéw BLE (m.in. BLE112, BLE 312)
http://www.bluegiga.com/en-US/

Texas Instruments, narzedzia do BLE
http://www.ti.com/Isds/ti/wireless_connectivity/bluetooth_bluetooth-ble/tools_software.page

Ksigzka "Essentials of Short-Range Wireless"
http://www.amazon.com/Essentials-Short-Range-Wireless-Cambridge-Series/dp/0521760690

Hardware 10 Tools dla OS X (wymagane zalogowanie sie)
https://developer.apple.com/downloads/index.action

Online GUID Generator
http://www.guidgenerator.com

How to make ibeacon out of raspberry
http://developer.radiusnetworks.com/2013/10/09/how-to-make-an-ibeacon-out-of-a-raspberry-pi.html

Biblioteka na Androida do obstugi iBeacons
https://qgithub.com/RadiusNetworks/android-ibeacon-service

Informacja prasowa o odpowiedzi Qualcomma na iBeacons

http://www.minyanville.com/sectors/technology/articles/Qualcomm-Android-Capable-Answer-to-Apple/12/11/2013/id/52989

KISS digital, producent dedykowany rozwigzan opartych o iBeacons

http://kissdigital.pl
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